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1
Decision/action requested

For approval:  pCR to add key issue for UAS and requirements. 
2
References

[1]
TR 23.754
[2]
TS 22.125

[3]
TR 33.854
3
Rationale

Operation of UAS and UAV need accurate location information that has not been tampered with. The operator must adhere to location where the operator of these components has authorized use of the licensed spectrum. Operating without licensed spectrum could lead to a number of issues such as adverse impact to other UAS.
4
Detailed proposal

It is proposed to add the key issue and security requirements to the TR 33.854[3].

**** START OF CHANGES ****
X.X

Key Issue #X Location of UAVs
X.X.1
Key issue detail

UAVs are UEs that operate in the licensed bands the operators have acquired for a specif set of geographical locales. It is also important to get the location information of the UAVs as accurately as possible so that the USS/UTM can manage them in ways that they can maintain their flight paths, or not interfere with other UAVs. Location can be obtained and/or estimated by various methods (self-reporting based on GNSS coordinates, cell-ID of neighboring cells), but the information may not be fully trusted by the 3GPP network. 
X.X.2
Security threats

If the location of the UAV is not known or has been tampered with, the location information cannot be verified. Without accurate location information, the UAVs may not be able to be controlled by USS/UTM, maintain its flight path, or not cause interference to other UAVs. Wrong location information on UAV may also lead to operating UAV where the operator does not have licensed spectrum, potentially subjecting the operators to financial penalties.
X.X.3
Potential security requirements

It shall be possible for the 3GPP system to verify that the location information of the UAV has not been tampered with before sending it to USS/UTM
Existing security mechanisms shall be re-used as much as possible.
**** END OF CHANGES ****
